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Abstract

Integrated defense is a core component of Indonesia's defense and security strategy, designed to protect the
country's sovereignty, territorial integrity, and national safety from both physical and non-physical threats,
especially cyber threats. With the rapid technological advancements and the rise of social media, cyber threats
have become a significant concern as they impact various aspects of national security. Indonesia's large
population of internet and social media users heightens the urgency for strategic attention to cyber defense. The
government has introduced various policies and regulations, such as those by the Ministry of Defense, to
strengthen cyber security and integrate it into national defense mechanisms. This study uses a qualitative
descriptive approach, analyzing literature and legal frameworks to highlight the significance of integrated
defense in addressing modern, asymmetric threats. In asymmetric warfare, non-military means, including cyber-
attacks, are used to weaken a nation's ideological, political, economic, and social systems. The research
emphasizes the need for a comprehensive and adaptive strategy, involving collaboration between the government,
private sector, and civil society, to counter these complex threats. Strengthening cyber defense through education,
training, and public awareness is crucial for safeguarding Indonesia's national security in the digital age.
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INTRODUCTION

Integrated defense is a strategic approach developed by the Indonesian government
within the framework of its universal people’s defense and security system (Sishankamrata) to
safeguard national sovereignty, territorial integrity, and the safety of the nation from a variety of
threats. These threats are characterized by populism, universality, and territoriality, with careful
consideration given to changes in the global strategic environment (Ministry of Defense of the
Republic of Indonesia, 2022). Integrated defense is designed to address both physical and non-
physical threats, especially as technological advancements and the rapid spread of information
reshape the security landscape. The advent of the internet has created a non-physical realm where
people interact—most notably through social media—which has given rise to non-physical
threats, commonly referred to as cyber threats (Arianto & Anggraini, 2019). These threats are
not tangible, yet their impact is real and significant, particularly in terms of information and
technology security, making them a critical component of cybersecurity.

The prevalence of social media and its profound influence on daily life is evident in the
vast number of internet users, particularly in Indonesia. The country has 212.9 million internet
users, of which 167 million are active on social media platforms. When compared to Indonesia’s
total population, this represents 77% of the population being internet users, and 60.4% of the
population actively engaging with social media (WeareWearesocial, 2023). The potential
negative impacts of social media and cyber technologies necessitate a strategic approach that
balances innovation with national regulations designed to protect society. As such, the
government, along with private sector and civil society actors, must focus on ensuring the
security of information by enhancing cybersecurity measures. According to Rizki (2022), these
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efforts include mechanisms for protecting the confidentiality, integrity, and availability of data,
which are critical in minimizing disruptions. In response to these emerging challenges, the
Indonesian government has enacted various policies and regulations aimed at bolstering cyber
defense. Key measures include the Ministry of Communication and Information Technology
(Permenkominfo) Regulation No. 5 of 2017, the Ministry of Defense (Permenhan) Regulation
No. 82 of 2014, Presidential Regulation No. 53 of 2017 establishing the State Cyber and Crypto
Agency (BSSN), Presidential Regulation No. 47 of 2023, and a series of BSSN regulations issued
in 2021. These policies are supplemented by legislative actions, including Law No. 27 of 2022
and Presidential Regulation No. 95 of 2018. Despite the comprehensive regulatory framework,
the successful implementation of these policies depends on strengthened collaboration among
government bodies, private sectors, civil society, and national security and intelligence
institutions, such as the Indonesian National Armed Forces (TNI), Indonesian National Police
(Polri), BSSN, State Intelligence Agency (BIN), and the Strategic Intelligence Agency (BAIS).

Such cooperation is essential in addressing the complexities of modern life, where
conventional national and international boundaries have become increasingly blurred. A new set
of strategies and tactics is required to effectively respond to these challenges. This need is
highlighted by the concept of asymmetric warfare, which views modern conflict as extending
beyond the traditional military sphere to include non-military dimensions such as cyber threats.
The complexity of contemporary warfare requires new concepts, strategies, and doctrines to deal
with both military and non-military forces in a rapidly changing environment (Hendrajit, 2019).
Asymmetric warfare, as described by former Indonesian Defense Minister Ryamizard Ryacudu,
involves non-military methods employed by developed countries to weaken or destroy other
nations by targeting key areas such as ideology, politics, economy, socio-culture, and security
(Hendrajit, 2019). The scope of warfare has expanded beyond traditional military confrontations,
and today, non-military actors have the ability to exert decisive influence on different
battlefields, including cyberspace. Suryokusumo et al. argue that modern warfare is no longer
limited to military engagements but involves a wide range of forces capable of shaping conflicts
through non-traditional means (Hendrajit, 2019). This shift necessitates the involvement of non-
military forces in addressing cyber threats as part of a broader integrated defense strategy.

Given the urgency of adapting to these modern threats, this paper emphasizes the need
for a robust integrated defense framework that combines military and non-military capabilities,
including cybersecurity, social media, and technological aspects. By incorporating these
elements into the national defense strategy, Indonesia can effectively confront the complexities
of asymmetric warfare. This approach not only enhances the nation's resilience against both
physical and non-physical threats but also strengthens the overall defense of the Unitary State of
the Republic of Indonesia (NKRI).

RESEARCH METHODS

This research method uses a descriptive qualitative method where the data collected is
primary data and secondary data, namely by literature review, legal arguments and theories that
support the research. Data collection according to qualitative research methods refers to the
essence of a phenomenon, object and person where in this process includes observation,
interviews or documents (Miles and Huberman 1994, 9). The data analysis technique used is the
interactive model (Miles and Huberman 1994, 12).

Referring to the above understanding, data containing explanations related to integrated
defense, cyber and technology and asymmetrical warfare are collected (data collection) first,
whether in the form of books, journals, theses, theses or dissertations. The findings were then
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analyzed qualitatively along with data presentation and reduction during the data collection
process. The research discussion begins with a discussion of the concept of integrated defense,
which will serve as an introduction to the discussion of the urgency of the concept of integrated
defense in overcoming complex threats. Furthermore, the role and interrelationship of social
media, cyber and technology will be discussed to find their influence on public opinion. The
results of the discussion will be linked to asymmetric warfare by first briefly discussing the
concept of asymmetric warfare to see the previous discussion in the context of asymmetric
warfare. The last discussion is the implementation strategy derived from the linkage of the
important points of the previous discussion as well as the conclusion of the discussion

RESULT AND DISCUSSION

The Urgency of Addressing Modern Threat Complexity

One of the characteristics of a country, in addition to the form of state, government
system and political system is the military power that can be identified through the defense
system. National defense for a sovereign nation is a way to maintain, protect and defend the
integrity, unity and integrity, and sovereignty of the nation against all forms of threats. (Halkis,
2022). The defense system used by Indonesia involves all citizens, territories and other national
resources that are prepared early by the government and organized in a total, integrated and
directed, and sustainable manner to uphold state sovereignty, territorial integrity, and the safety
of the entire nation from all threats. Such a defense system is then known as the Universal defense
system (Halkis, 2022). Integrated defense is legally regulated in the general policy of national
defense through Presidential Regulation No.7 of 2008 along with other defense policies,
including defense implementation policies. (Central Government 2008). An explanation of the
national defense implementation policy is explained in the Ministry of Defense of the Republic
of Indonesia No.12 of 2021 that the implementation of defense is not only the responsibility of
the Ministry of Defense and the Indonesian National Army (TNI), but all Indonesian people,
both government agencies and non-governmental institutions and the community. (Ministry of
Defense of the Republic of Indonesia, 2021). In an effort to realize integrated defense, the
Minister of Defense encourages Ministries, Institutions, Regional Governments in an effort to
utilize all resources to improve non-military defense capabilities (Kemhan RI 2022). The policy
of organizing national defense which is then used in dealing with threats to national defense,
both military and non-military in nature. (Kemhan RI, 2012).

Threats to national defense, especially non-military threats in their new forms, cause
damage that is sometimes more than conventional threats. Modern threats to defense do not only
involve military force. Ryamizard explained that the purpose of modern warfare is to eliminate
the ability of the target country so as not to become a potential threat; weaken the ability of the
target country so that it is increasingly dependent and easier to suppress; total control of the target
country (Hendrajit, 2019). The target of non-military threats is not only one aspect but also
various aspects, can be carried out simultaneously, or simultaneously with different intensities.
Hendrajit explained that there are 3 (three) targets; first, deflecting a country's system according
to the interests of colonialism; second, weakening ideology and changing the mindset of its
people; third, destroying food security and energy security (guaranteed energy supply), and then
creating dependence of the target country on these two things (food and energy security)
(Hendrajit, 2019).

The complexity of modern life requires developing countries to face consequences,
especially in the field of defense. The targets of threats to national defense are not only physical
but also non-physical (re: digital, virtual), such as data and information connected through the
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internet network where there are important and confidential data and information in it.
Explanations related to modern threats and their 3 (three) targets definitively-intepretatively have
similarities with cyber based on analysis through a modern framework of thought. Cyberspace
or cyber is a space where communities are interconnected using networks (e.g. internet) to carry
out various daily activities (Kemhan RI, 2016). Cyber threats are defined as all forms of actions,
words, thoughts whether carried out by any party, with any motive and purpose, carried out in
any location, based on electronic systems or their contents (information) or equipment that is
highly dependent on technology and networks on any scale, against vital and nonvital objects in
the military and non-military spheres, which threaten state sovereignty, territorial integrity and
national safety (Kemhan RI, 2014).

Cyber threat indicators are divided into 3 (three) groups, first, hardware threat; second,
software threat; third, data/information threat (Kemhan RI, 2014). Various indicators of cyber
threats require the government, especially ministries / defense agencies to expand and strengthen
the defense system in the cyber sector, in the sense that defense is not only limited and
strengthened within the scope of government ministries / agencies, but also within the private
sector and society. According to the Indonesian Ministry of Communication and Information as
quoted by Datalndonesia.id (Widi, 2023) there were 35 cases of data leakage in Indonesia.

DATA LEAK CASES IN INDONESIA
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Source: Datalndonesia.ld, “Deret Kasus Kebocoran Data RI pada 2023, dari BSI hingga
Paspor”, dalam https://dataindonesia.id/internet/detail/deret-kasus-kebocoran-data-ri-pada-
2023-dari-bsi-hingga-paspor, accessed on November 30, 2023.

Data leaks of 34 million personal data in the passports of Indonesian citizens (WNI),
19.56 million personal data registered with BPJS Employment Indonesia, theft of 1.5 terabytes
(TB) of personal data of Bank Syariah Indonesia (BSI) customers through LockBit ransomware,
35 million personal data of MylIndiHome users, to 204 million personal data of the General
Election Commission (KPU) Permanent Voter Data (DPT) leaked and traded by an anonymous
account hacker named Jimbo for $74,000 or the equivalent of Rp.1.2 billion (Whichis.actually,
2023).

The phenomenon of online gambling is another cyber activity that is currently rampant
and needs further attention, because the losses not only affect individuals but also the state
morally. According to the Financial Transaction Reports and Analysis Center (PPATK) as
quoted by dataindonesia.id (Rizaty 2023) there were more than 159 million transactions related
to online gambling in Indonesia from January 1 - October 4, 2023 with a transaction value of
Rp.160 Trillion. Compared to last year, the value of online gambling transactions in 2023 with
a higher percentage, namely 52.69% to reach Rp.104.42 Trillion.
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ONLINE GAMBLING MONEY TURNOVER IN
INDONESIA
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Source: Datalndonesia.ld, “PPATK: Transaksi Juni Online Cetak Rekor hingga
Oktober 2023, dalam https://dataindonesia.id/varia/detail/ppatk-transaksi-judi-online-cetak-
rekor-hingga-oktober-2023, accessed on December 02, 2023.

Based on reports of various cyber attacks that have an impact on the macro to micro
scope of Indonesia, the government must strengthen the national defense system, especially in
the cyber sector. Strengthening the defense system in the cyber sector can be started by providing
education, such as promoting the implementation of education and training in the cyber sector.
This is reflected in the annual report of the National Cyber and Crypto Agency (BSSN) through
the development of national cyber and password security human resources, one of which is the
Media Literacy and Cyber Security Movement (#JagaRuangSiber) which has been attended by
850,830 people (BSSN RI, 2023). Implementation can be carried out by the government through
its agencies/institutions or in collaboration with private agencies/institutions involving the
community. The implementation of this education is required in order to realize a comprehensive
and adaptive integrated defense for Indonesia's cyber defense and security
Social Media, Cyber, and Technology in the Context of Asymmetric Warfare

Social media as part of the development of cyberspace and technology has succeeded in
changing the paradigm of social interaction among the community, starting from the method, to
the style. The positive impact of the presence of social media, among others, does not limit the
space and time of communication. Social media as new media plays a role in replacing the role
of old media. Social media as new media is media that offers digitization, convergence,
interactivity, and development of networks related to the creation and delivery of messages.
(Watie, 2011). Social media changes and adds-even shifts-the world paradigm. The enthusiasm
for the use of cyber and technological developments in Indonesia can be analyzed through the
amount of internet usage, time spent and the use of technological devices to access it. We are
Social provides an overview of this. It is known that there are 212.9 million internet users in
Indonesia, which is 77.0% of the total population. The amount of time spent by each internet
user in one day is 7 hours 42 minutes which is accessed through mobile phones as much as 98.3%
(Wearesocial, 2023). We Are Social's Device Ownership data for 2023 (Wearesocial, 2023)
shows that 99.4% of Indonesians own a smartphone which has increased by 3.5% every year,
61.7% own a laptop or computer which has decreased by -10.2% every year and 18.2% own a
tablet which has increased by 1.1% every year. The main reasons for the large number of internet
usage in Indonesia include searching for information, looking for inspiration or new ideas,
connecting with family or friends, filling spare time, finding up to date news, etc. As described
by We are Social in 2023.
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Source: We Are Social 2023, “Digital Indonesia 2023”, dalam
https://wearesocial.com/id/bloa/2023/01/digital-2023/, accessed on November 30, 2023.
Through social media, people can communicate anywhere, anytime and in any condition.
The main reasons for using social media are interacting with family and friends, filling spare

time, watching what is being discussed, etc.

Source: We Are Social 2023, “Digital Indonesia 2023, dalam
https://wearesocial.com/id/bloa/2023/01/digital-2023/, accessed on November 30, 2023.

Social media freely and openly allows individuals to express their thoughts and feelings,
thus affecting social control which, in turn, affects the morality of the nation. Various
conversations are merged in it. Something said by an individual or a group will be responded to
directly, and at the same time what is uploaded will be seen, shared and even judged. Therefore,
it is possible that an upload in the form of a message containing narratives becomes a propaganda
tool that can influence public opinion. Departing from this proganda, it is impossible not to have
awar.

Asymmetric warfare as a new (re: modern) style of warfare that tends to be non-violent
(re: physical) is actually similar to conventional warfare patterns, but has differences in the nature
and actions (Hendrajit, 2019). The bombardment phenomenon in conventional warfare is similar
to asymmetrical warfare, namely through issues that are spread by related and involved parties
in order to explode public attention and thinking. Then the phenomenon of the entry of cavalry
troops, such as tanks and other armored vehicles in asymmetrical warfare is termed a theme or
agenda to further penetrate public attention and thinking. Finally, the entry of infantry, in the
cyber context, is to occupy, control and control the system adopted by the public, namely
IPOLEKSOSBUDHANKAM (Hendrajit, 2019). If systematized, the stages in asymmetrical
warfare are issues, themes, then schemes (Hendrajit, 2019). Another pattern worth looking at in
asymmetric warfare is the proxy mode, which is a substitute, guardianship, or "puppet". In other
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words, in carrying out this strategy, for example, it has individuals or groups who are asked or
sent and subsequently rewarded so that they continue to act as substitutes or puppets.
Integrated Defense Implementation Strategy

The unavoidable reality of cyber development, especially social media, is that everything
that is private and even confidential can become public consumption. More attention is needed
from the government as state administrators, policy makers and other elements on aspects of
cyber and technology, such as maximizing its positive use by increasing moral awareness in each
individual. If not given more attention, it will slowly impact the morality of the nation. In the
annual report of the National Cyber and Crypto Agency (BSSN), there is a Media Literacy and
Cyber Security Movement program (#JagaRuangSiber). The program is one of the government's
efforts in building national cybersecurity and password human resources. It is known that the
program has been attended by 850,830 people (BSSN RI, 2023) consisting of junior and senior
high school students, students, educators, santri / santriwati and the general public.

Through the ends, means, ways theory, integrated defense is aimed at securing national
interests, including the protection of personal data of Indonesian citizens and residents,
guaranteed access to information for each individual and the creation of formal channels as
centers for communication, cooperation, coordination and collaboration on cyber issues. BSSN's
National Cyber Security Strategy can be used as a strategic reflection on the implementation of
integrated defense. Contemporary Cyber Architecture consists of 4 (four) interconnected defense
devices, namely government, industry/private sector, society/community and academia. The
connection between devices is built based on 5 basic principles, namely sovereignty, security,
independence, togetherness, and adaptiveness. (BSSN, 2018)

The government as a state organizer plays a role in safeguarding, protecting and
controlling the interests of the state. In order to strengthen the synergy of roles, academic tools
are adjusted based on their academic background, such as coming from computer science,
information technology, cyber media and asymmetric warfare majors. Cyber communities are
classified based on ability, industry and type of social media, including cyber self-taught
communities, white and gray hackers, social media communities, community cyber communities
fostered by the government over the private sector and cyber industry communities, such as
applications, infrastructure and infrastructure (BSSN, 2018). In the framework of asymmetric
warfare, cyber control is driven by the cyber industry, as well as Cyber organizers. The
movement of the cyber industry is monitored by the government together with academics and
specialized cyber communities. The implementation outcome is to protect the country from all
forms of cyber threats and disruptions.

CONCLUSION

The dynamics of modern warfare have implications for the warfare and defense strategies
of every country. Asymmetric warfare is a fundamental challenge, complicated by the progress
and development of technology, cyber and social media which currently have a central role. Such
advances and developments have an impact on the living conditions of today's society, from
lifestyle to paradigm. Modern warfare no longer makes the military the sole basis of national
defense, so the involvement of civil society is a necessity. Therefore, a new defense strategy is
needed that integrates all elements of the state to maintain state sovereignty and security.
Integrated defense places the elements of the state to play a synergistic role according to their
authority and capabilities. Considering that the cyber world is not a simple thing to deal with, it
requires a comprehensive and adaptive division of roles and responsibilities. Within the
framework of asymmetric warfare, the government mobilizes society through strategic policies
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related to cyber. In order for strategic policies to be implemented well, a well-established
implementation strategy is needed, so collaboration between government officials and private
officials and the community is a must. Integrated defense promotes synergy-collaboration in
order to maintain state sovereignty and security, especially in the aspects of cyber, social media
and technology.
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